24 nrons 2024 roxa

IIPOKYPATYPA

ropoaa HuxneBaproBcka

KubepnpectynjieHus, yCTAHOBJICHHAS 3aKOHOM OTBETCTBEHHOCTD 32 HX
COBepUICHUE U CIIOCOOBI NPeI0TBPALLCHUS

Kubepnpecryminenue — 3To o0lnee Ha3BaHWE JUIsl BCEX THUIIOB KPUMHUHAIBHOU
aKTUBHOCTH, COBEPIIAEMO C UCIIOJIb30BAHMEM BBIYMCIUTENIbHBIX MAIIMH W/unu MHTepHera.
KubeprnpectyrieHue MOXKET COBEpIIATHCS C  TMOMOINBIO  Pa3IUYHBIX METOAOB U
UHCTPYMEHTOB, Hampumep, (UIIMHT, BHUPYCHI, IIMUOHCKOE MpOrpaMMHOE oOecrieueHue,
IPOrpaMMBbI-BBIMOTaTENH U COLMAIbHAs MHKEHEPUS — Yalle BCETO C LEIbI KPaXKH JIMYHBIX
JAHHBIX WA (PUHAHCOBBIX CPEJICTB.

Kubepnpecrynnocts B Poccuiickoit ®denepaiiun Ha CETOAHSIIHMA J€Hb JOCTUTIIA
OOJBIIOr0 pa3zMaxa, YeMy Ype3BbIYailHO MOCIOCOOCTBOBAJIO MOBCEMECTHOE MOJIKIIIOUEHUE
rpaxiaaH K HHQOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAs ceTu «WHTepHeT» ¢ MOMONIbIO
HOYTOYKOB, CMapT(QOHOB, IUIAHIIETOB U JPYTHX YCTPOUCTB, U MO MPaBYy CUYUTAETCS OAHOU U3
caMbIX TPUOBUTHHBIX Cchep KPUMUHAIBHOTO OU3HECA B IIEJIOM.

PaccMoTpuM HEKOTOpBIE paclpocTpaHEHHbIE BHIBI KuOepnpectyruieHui. OaHuM u3
HUX SIBJISIETCS  KUOEPMOIIEHHMYECTBO, IEJbI0 KOTOPOTO  SIBJISIETCA  NPUYMHEHUE
MaTEPHUAILHOTO WJIM MHOTO yliepOa MyTeM XUIIeHHs JIMYHOW MH(POpMalUU TMOJIH30BATEINS
(HOMepa OaHKOBCKHUX CUYETOB, MACTIOPTHBIC JJAHHBIE, KOJIbI, ITAPOJIH U JP.).

HaubGonee pacmpocTpaHeHHBIM BHJIOM KHOCPMOIIICHHUYECTBA  SIBIISETCA  Tak
Ha3bIBAEMbIII «CKUMMUHI». Ero cyTh 3akitodaercss B TOM, YTO C MOMOIIbIO TEXHHYECKUX
CPEACTB NPECTYNMHUKHA KOMUPYIOT MAarHUTHYIO MOJIOCY KapThl U CUUTHIBAIOT €€ MuH-Koa. Ha
OCHOBE MOJIYYEHHBIX JAHHBIX OHU M3TrOTaBIMBAIOT MOAJACIbHYIO IUIACTUKOBYIO KapTy, MpHU
UCIIOJIb30BaHUU KOTOPOU I€HBI'M CHUCBHIBAIOTCS C OPUTMHAIA.

Hpyroii cnoco® KubepMOIeHHNYeCTBa — «(PHUIIUHTY, KOTJa MPECTYIMHUKU MOIYYatoT
uH(MOpPMAIMIO O KapTe MUCTAHIIMOHHO. JIJIsS 3TOTO OHU MPHUCHUIAIOT TpakaaHuHy SMS ¢
MPOCHOO0I COOOIMUTH MUH-KOJT U CVV-KOJI, PEJCTABISASACh COTPYAHUKAMH OaHKa.

B mensax mpoTuBONEWCTBHS PAa3BUTHUIO M POCTY KHOEPIPECTYMHOCTH, (henepasbHbIM
3aKOHOJATENIEM YCTAaHOBJICHA IOPUANYECKAST OTBETCTBEHHOCTD 3a COBEPIIECHHUE JAHHOTO pPOJa
JIICSTHUM.

Cornacio 4. 1 cr. 159.6 VYromoBuHoro kojaekca Poccuiickoit ®denepanuu moj
MOIICHHHYECTBOM B cepe KOMMBIOTepHON HHGPOpMAIMKA MOHUMAETCS XHIIEHUE YY>KOTO
MMYIIECTBA WM NPUOOpPETEHHE IpaBa Ha 4Yy>KO€ HMMYIIECTBO MYTEM BBOJA, YAAJCHUS,
0JIOKMpOBaHUs, MOAU(DUKAIIUA KOMIIBIOTEPHOU MHPOpMALIMKU JTUOO MHOTO BMEIIATENbCTBA B
(GYHKIIMOHUPOBAHUE CPEACTB XpaHEHUs, OOpabOTKM WIM TMepeJayd KOMIIbIOTEPHOM
uHpopManu win HHGOPMAMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CETEH.

3a 1aHHOE MPECTYIUICHHE MPEyCMOTPEHA YTOJIOBHASI OTBETCTBEHHOCTh B BHjIE IITpada
B pazmepe 10 120 Teicsiy pyOnelt unu B pa3Mmepe 3apa0OTHOM MUIaThl WM MHOTO J0XOAa



OCY>KJICHHOT'0 3a TIEPUOJT IO OAHOTO T0/1a, JIN00 00s3aTeabHbIe padoThl Ha Cpok 10 360 yacos,
100 UCTIPABUTENIbHBIE PA0OTHI HA CPOK JI0 OJTHOTO rojia, TMO0 OTpaHUYEHHUE CBOOO Bl HA CPOK
710 JIBYX JIEeT, MO0 MPUHYAUTEIbHBIE paOOThl HA CPOK JO JBYX JIET, TMOO apecT Ha CPOK JI0
YETHIPEX MECSIICB.

MorieHHIYECTBO B c(pepe KOMIBbIOTEpHOW MH(OPMAILINK, COBEPIICHHOE MOCPEICTBOM
HENPAaBOMEPHOTO JOCTyMa K KOMITBIOTEPHOW HH(OpPMAIMHM WX MOCPEACTBOM CO3JaHUS,
WCTIONIb30BAaHUSI M PACIPOCTPAHEHUS BPEJOHOCHBIX KOMITBIOTEPHBIX MpOrpamm, Tpelyer
JOTIOJIHUTENbHON KBanuduKauu 1no cr. cr. 272, 273 wnmu 274.1 YroioBHOro Kojekca
Poccuiickoit @enepaunu.

Cornmacro 4. 1 cr. 159.3 VYromoBHoro koaekca Poccuiickoin @enepauuu 1non
MOIIIEHHUYECTBOM C HCIIOJIb30BAHUEM TUIATE)KHBIX KapT TMOHUMAETCS XHINEHUE UY)KOTO
MUMYIIIECTBA, COBEPIICHHOE C MCIOJb30BaHUEM MMOACITBHON WM MPUHAJJICKAIICH APyromy
JUIY KPEAUTHOM, paCUE€THOW MIJIM WHOW IMJIATEKHOW KapThI MTyTeM 0OMaHa YIOJTHOMOYEHHOTO
paboTHHKA KPETUTHOW, TOPTOBOM MM HHOW OpPTaHU3AIIHH.

VYkazaHHoe jaesitHUue Haka3biBaeTcs mTpadom B pazmepe 10 120 Toicsay pyOneit wiu B
pa3zMepe 3apabOTHOM TUIATHl MM MHOTO JI0XOJa OCYXKIEHHOTO 3a MEpPHOJ 0 OJHOrO roja,
60 o0s3aTeNnbHBIMU paboTamMu Ha cpok 10 360 yacoB, MO0 UCHPABUTEIBLHBIMU pabOTaAMU
Ha CpPOK 10 OJIHOTO roja, JIMOO OrpaHMYEeHHEeM CBOOOJBI Ha CPOK 1O ABYX JeET, JH0O
NPUHYIATEIBHBIMU pa0OTaMU Ha CPOK JIO JIBYX JIET, TUOO JIMIIICHHEM CBOOOJBI HA CPOK JI0
TpEX JIeT.

VYT070BHO-HAKa3yeMbIM JIESTHUEM SIBIISIETCS U3TOTOBJICHHE, MPUOOpETEHNE, XpaHEHUE,
TPAHCTIOPTUPOBKA B IIEJIAX UCIIOJIH30BAHUS WK COBITA MOJEIbHBIX TIATEKHBIX KApT, a TAKKE
COBIT TOJJEIBHBIX TUIATEKHBIX KapT. Takke 3aKOHOM YCTaHOBJIEHA OTBETCTBEHHOCTh 3a
U3rOTOBJIEHUE, IPUOOPETEHNE, XPAHEHHUE, TPAHCIIOPTUPOBKY B IIEJISIX MCIIOIB30BAHUS HIIU
cObITa DJIEKTPOHHBIX CPEJICTB, TEXHUYECKUX YCTPOWCTB, KOMIIBIOTEPHBIX MPOTpPaMM,
NpelHa3HAYCHHBIX I HEMpPaBOMEPHOTO OCYIIECTBICHUS TIpHEeMa, BbIJAaud, IepeBoja
JICHEKHBIX CPEJICTB.

[IpotuBoaeiicTBHE KUOEpIpeCTyIUICHUSM OTHOCHUTCS K KOMITIETCHIIUU
IPABOOXPAHUTEIBHBIX OPTraHOB, YIOJIHOMOYEHHBIX Ha oOecredeHrue WHOOPMAIMOHHON
O6e3omacHocTd. Bmecte ¢ Tem, psIOBbIe TOJNB30BATENM TAKKE MOTYT CYIIECTBEHHO
MOCTIOCOOCTBOBATH NMPECEUEHUIO POCTa KHOEPIIPECTYIHOCTH, 3a0JIOKUPOBAB OCHOBHOM METOJ
pacnpocTpaHeHHs KHOepIpeCTYINICHUI: BpeIOHOCHOE MPOrpaMMHOE 00ecIieueHuE.

Taxke, B welsIX NpeAyNnpexIeHUs KHOepHpecTyIIeHUI MOJb30BaTEeNIsIM CIEIyeT
NPUIEPKUBATHCS CIEAYIOUUX Mep HHPOPMAIIMOHHOM 0E€30MacHOCTH: HE 3arpyxaTh (paisisl
U3 HENPOBEPEHHBIX MHCTOYHUKOB; HE NEPEXOJUTh [0 CChUIKAM, COJEp)KallUMCS B
AJIEKTPOHHBIX MHCbMAaX HE3HAKOMBIX OTIpPABHUTENEH; HE COOOIIAaTh HUKOMY CBOHM HapoJid H
JMYHBIEC JaHHBIC.

Onaum u3 Hambonee H(P(EKTUBHBIX METONOB 3alUTHl MEPCOHANBHBIX JTAHHBIX,
COJEpKAIIMXCSl HAa  KOMIIBIOTEPHBIX U MOOMIBHBIX yCTpPONCTBRAX, oT
HECaHKIIMOHUPOBAHHOTO J0CTyna  KHOEPHPECTYNHUKOB  MO-TIPEKHEMY

SBJISIETCS MCTIOIH30BAaHHE COBPEMEHHBIX U KAYECTBEHHBIX aHTUBUPYCHBIX IPOTPaMM.

O craBmMX U3BECTHBIMH (DaKTax COBEpPUICHHUS KHOEPIPEeCTYIUIEHUH, CJeayer
HE3aMeJUIUTEIHHO COOOIUTH B OPraHbl BHYTPEHHUX JIETI.



